HOW TO AVOID A9/11 IN
YOUR BUSINESS

Hotel Cardoso, Maputo, 17 May 2022

Luis Leal Leonor — CEO at 2iBi |software
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STATISTICS (Losses)

* Property $21.8 billion * Direct job losses: 83,000
e City of New York: $95 billion * Lost wages: $17 billion

* Insurance industry: $40 billion

* Air traffic revenue: $10 billion

* Emergency funds: $40 billion

2iBilsoftware  DiRficioud  MPrmavers




UNLIMITED
SUPPORT
AFAPTINAF «

24h:

uusSSSSeSSsSssSun
uussssessesssseIsessun
USSSSTETSTSTSISESES388u
USSSSSSSTITISISISISISISSu
USTSLSSSSTLTLLISS8888898%u
USTSIESSISITILSSSI89898883%u
uS$SSSS» "$SSm »$$S$SSu

»$SSSx usu $$S$m
$38u usu usss
$$Su us$ssu ulss

»$88Suusss $SSuusSESE~
“$SSSSSS™ #$$SSSES~
USSFISIFSuSISSSISu
USHE TS S wEnu

uuu $3us $ § § Suss uuu
ussss $$883usususss us$ss
$$88Sun »335SSSSSEm uu$sssss

usssssssssssun et uuuus$sssesss
$3$Twmug$s$888SSSuL UUSSSTSSSESnunEsSn
ke #nSSSTTTISISTuU muFrensn
uuuy =#=$$888888sS%uun
USISUUUSSISISITTSuu #=3S3$3895983uuugss

S8 S mmnn wn$SESESISESE
“$3SSS» uuGSESren
$8$m PRESS ANY KREY! $S88w

21 B Isoftware

ZiBi lcloud

m Primavera

CERTIFIED PARTNER




First point of entry for a cyber
attack on European and US firms in

Corporate cloud server

Company website

Employee (e.g. phishing)

Corporate-owned mobile device

Employee-owned mobile device

Supplier asset

Corporate-owned internet of things

Source: Statista 2022 . %  20%

Share of respondents
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Facts

Average and Median Ransom Payments in Q1 2021

Average Ransom Payment

$220.298

+43% from Q4 2020

Median Ransom Payment

$78,398

+59% from Q4 2020

Source: Coveware 2022
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Facts

Ransom Payments By Quarter

== Average Ransom Payment == Median Ransom Payment
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Source: Coveware 2022
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Facts

Source: Statista 2021
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Crypto Ransom Payments
Skyrocketed in 2020

Total value of cryptocurrency received by
known ransomware addresses”

$406.3m

$92.9m $81.6m

$37.7m
$17.8m $27.3m .
s05m $1.1m $0.9m ey [N

2013 2014 2015 2016 2017 2018 2019 2020 2021
YTD

* currencies included: Bitcoin Cash, Bitcoin, Ethereum, Tether; as of May 10, 2021
Source: chainalysis.com
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Facts

SSp["Y]_@
> 5 “'~(&a§h

~n -
872D90#$% ,‘/ \_J
’ n :

every every -
85w DlBew)  Oneinfive

SMBs who paid the ransom

.
A business attacked ; data back

every every
2 minutes 40 seconds All the statistics were obtained using Kaspersky Security Network (KSN)
© 2016 AO Kaspersky Lab All Rights Reserved

Source: Kaspersky
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The secret to getting
ahead is getting started!

-Mark Twain
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